MANAGING RISK

CHECK FRAUD
LIABILITY
%\'HEELH<RNRWD$506'50$&KLHI5LVN2̇FHU

&KHFNIUDXGLVRQHRIWKHELJJHVWFKDOOHQJHVIDFLQJWKHQDWLRQ¶V¿QDQFLDOV\VWHP7KURXJK
the use of computer technology and basic resourcefulness, criminals, either independently
RULQRUJDQL]HGJDQJVDUH¿QGLQJLWLQFUHDVLQJO\HDV\WRPDQLSXODWHFKHFNVLQVXFKDZD\
DVWRGHIUDXGFRQVXPHUVDQGEXVLQHVVHV:KLOHERWKFRQVXPHUVDQGEXVLQHVVHVPD\VX̆HU
¿QDQFLDOORVVIURPFKHFNIUDXGFRQVXPHUVDOVRIDFHWKHLQFRQYHQLHQFHDQGDQ[LHW\FDXVHGE\
resolving problems with their banks and local merchants, as well as possible repercussions
with credit bureaus. Here is some key information on what businesses and consumers can do
to prevent becoming the victim of check fraud.

Types of Check Fraud Schemes

Fraud schemes involving checks take many forms.
Checks may be:
• Altered, either as to the payee or the amount –
Criminals will change the amount or payee on a
valid check.
• Counterfeited – using false check drawn on
legitimate bank accounts.
• Forged, either as to signature or endorsement.
• Drawn on closed accounts.
• Used in a variety of schemes.
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Check fraud criminals may be insiders,
independent operators, or organized gangs. The
methods they use to further check fraud include:
• Getting customer information from insiders.
• Stealing bank statements and checks.
• Working with dishonest employees of
merchants who accept payments by check.
5LÀLQJWKURXJKWUDVKIRULQIRUPDWLRQDERXW
bank relationships.
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CHECK FRAUD RESPONSIBILITIES FOR BANKS
&XUUHQW8QLIRUP&RPPHUFLDO&RGHV 8&& RXWOLQHVSHFL¿F
check fraud responsibilities for banks and corporations.
Court decisions have already established guidelines for legal
responsibilities, and failure to meet these guidelines can cause a
EDQNRUFRPSDQ\WRH[SHULHQFH¿QDQFLDOORVV
8&&5HYLVLRQVQRZGH¿QHUHVSRQVLELOLWLHVIRUFKHFNLVVXHUV
and paying banks under the term ordinary care. Under Sections
3-403(a) and 4-401(a), a bank can charge items against a
customer’s account only if they are “properly payable” and
the check is signed by an authorized individual. However, if a
signature is forged, the corporate account may be liable if one of
the following exceptions applies:
According to UCC Section 3-103(7), ordinary care requires
account holders to follow “reasonable commercial standards”
prevailing in the area for their industry or business. Under
3-406, if they fail to exercise ordinary care, they may be
restricted from seeking restitution from the payee bank if their
own failures contributed to a forged check signature or an
alteration - (for example, raising a check amount from $50 to
$5000).
Section 4-406 also requires customers to reconcile their bank
statements within a reasonable time to detect unauthorized
checks. This typically means reconciling statements as soon as
they are received.
The concept of comparative fault - Sections 3-406(b) and
4-406(e) - can shift liability to the check issuer. If both the bank
and corporate account holder have failed to exercise ordinary
care, a loss can be allocated based upon the extent that each

party’s failure contributed to the loss. Since banks are not
required to physically examine every check, companies may
be held liable for all or a substantial portion of any given loss
- even if the bank did not verify the signature on a fraudulent
check.
Liability for counterfeits that are virtually identical to
originals will be examined on a case-by-case basis. The process
used when issuing the check will be reviewed to determine
if the company exercised ordinary care or contributed to the
loss.

REDUCING EXPOSURE TO CHECK FRAUD
Taking proactive measures to protect your company
against check and payment fraud can go a long way to
protecting your organization. Following are a few simple
suggestions that can be implemented in your company:
1. Purchase a “For Deposit Only” stamp and have the
employee who opens the mail immediately stamp it on
the back of each check received.
2. Separate duties of invoice payment approval, check
preparation, check signing, and bank reconciliation to
GL̆HUHQWLQGLYLGXDOVLQ\RXURUJDQL]DWLRQ
3. Implement Direct Deposit payments for vendors and
employees.
4. Implement Positive Pay with your bank for both
Accounts Payable and Payroll. This insures the bank will
QRWFDVKDQ\FKHFNWKDWGRHVQ¶WH[DFWO\PDWFKWKH¿OH\RX
sent to them containing the check number, amount, etc.
continued on page 34
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5.

Check Clearing for the
21st Century Act (Check
21) is a federal law that
makes it easier for banks
to electronically transfer
check images instead of
physically transferring
paper checks. Check 21
speeds up processing,
controls costs and reduces
fraud by providing early
QRWL¿FDWLRQRIUHWXUQLWHPV
6. Consider using special checks to help deter check
IUDXGE\PDNLQJFKHFNVGL̇FXOWWRFRS\DOWHURU
counterfeit such as watermarks, copy void pantograph,
chemical voids, high-resolution microprinting, threeGLPHQVLRQDOUHÀHFWLYHKRORVWULSHRUVHFXULW\LQNV
7. Create a budget and compare the actual results against
it at least monthly.
 5HYLHZPRQWKO\¿QDQFLDOUHSRUWVZLWKEXGJHW\HDUWR
day and prior year comparisons.
9. Actively participate in the approval, review and
oversight functions of your company.
10. Require that bank statements and copies of checks
remain available for review and check them
periodically.
11. Require that bank reconciliation be performed within
the accounting system – not on a spreadsheet or
manually and by a person that does not write the
checks and make bank deposits.

MANN

•

URRUTIA

 5HTXLUHWZRVLJQDWXUHVRQDOOFKHFNVRYHUDVSHFL¿F
high dollar amount.
 &RQ¿JXUH\RXUQHWZRUNDQG¿QDQFLDOVRIWZDUHVRRQO\
certain printers can print certain types of forms (easy
WRGRIRUPRVW¿QDQFLDOVRIWZDUH 
 %HPLQGIXORIFHUWDLQ³UHGÀDJ´EHKDYLRULQ
employees, such as them living beyond their means,
H[SHULHQFLQJ¿QDQFLDOGL̇FXOWLHVRUXQZLOOLQJWR
share duties or refusing to take a vacation.
 3XUFKDVHDGHTXDWH¿GHOLW\ERQGFRYHUDJHRQDOO
employees who handle cash.
16. Implement and enforce a company credit card usage
policy. This policy should include who can use the
cards, for what purposes and require original receipts.
17. Implement and enforce a detailed expense
reimbursement policy. Require original receipts, as
well as date, location, purpose and amount.
Checks can be stolen, manipulated, or counterfeited.
Illicitly obtained checks can be negotiated immediately,
altered, or used for future counterfeiting. Generally, only
unsophisticated criminals acting alone will immediately
negotiate stolen checks by forging the signature. Most
organized groups steal checks as a prelude to more
enterprising endeavors.
6HFXULW\DQGODZHQIRUFHPHQWṘFLDOVDJUHHWKDWWKH
problems associated with check fraud and counterfeit
negotiable instruments have reached epidemic proportions.
As criminal organizations become more sophisticated in
the devices they use, businesses and consumers must be
more alert to this growing problem and the prevention
tools available.

•

NELSON

C PA s

TOTAL CLIENT COMMITMENT
We are committed to governmental accounting and educating
those affected by the shifting legislation.
WE ARE YOUR GO-TO RESOURCE WHEN QUESTIONS ARISE.

AUDIT AND ASSURANCE
MUN CPAs is an established and respected full service audit
and accounting firm that contains the services of a large scale
firm with the personal attention of a smaller company.
Sacramento Office: 1760 Creekside Oaks Dr., #160, Sacramento, CA 95833
916.929.0540 WWW.MUNCPAS.COM
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